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N  Annotations Q, Search

Welcome  Deployment UserGuide Examples Develop

AHDY—T v MEEE

User Guide Rate Limiting ¢

NGINX Configuration : . : .
These annotations define limits on connections and transmission rates. These can be used to

Introducti i
ntroduction mitigate DDoS Attacks.

Basic usage

Annotations e nginx.ingress.kubernetes.io/limit-connections : number of concurrent connections
Annotations Risks allowed from a single IP address. A 503 error is returned when exceeding this limit.
ConfigMap e nginx.ingress.kubernetes.io/limit-rps : number of requests accepted from a given IP
Custom NGINX template each second. The burst limit is set to this limit multiplied by the burst multiplier, the default
Log format multiplier is 5. When clients exceed this limit, limit-req-status-code default: 503 is returned.
Command line arguments e nginx.ingress.kubernetes.io/limit-rpm:number of requests accepted from a given IP
Custom errors each minute. The burst limit is set to this limit multiplied by the burst multiplier, the default
Default backend multiplier is 5. When clients exceed this limit, limit-reg-status-code default: 503 is returned.

kubernetes/ingress-nginx

O helm-chart-.. ¥r17.6k % 8.3k

Table of contents
Permanent Redirect

Permanent Redirect Code
Temporal Redirect
Temporal Redirect Code
SSL Passthrough
Service Upstream

Known Issues

Server-side HTTPS enforcement
through redirect

Redirect from/to www
Denylist source range

Whitelist source range
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Dockerfile
FROM registry.k8s.i0/ingress-nginx/custom-error-

pages:v1.0.2@sha256:b2259cf6bfda813548a64bded551b1854cb600c4f095738b49b4c
5cdf8ab9d21

COPY ./www /www

XA A—AZNT DL = A MU AL TFURLDYyamI391TE M St
Ingress-nginx/docs/examples/customization/custom-errors/custom-default-backend.yaml at main - kubernetes/ingress-nginx - GitHub
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Dockerd~N> RTA X—=DERk. 725 TMCACR(Azure Container Registory)/\MD
AA—ZDT YV 1%ETD,

cmd
# A A—2ZE)L R(CX1)
Docker build -t errorimage .

# AA=(CHTZENIDHT(X2)
Docker tag errorimage xxx.azurecr.io/Kubernetes-ingress-controller/nginx-error:v1.0

# A A—HEACRICTWVE 1
Docker push xxx.azurecr.io/kubernetes-ingress-controller/nginx-error:v1.0

X1:errorimageld-1 A —=>%
% 2:acr0l.azurecr.iolACRDR R ~4&. nginx-error:v1.0(3UNRT KU ESD
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kubect! apply -f errordeployment.yaml

kubectl apply -f errorservice.yaml
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Ingress-nginx/docs/examples/customization/custom-errors/custom-default-backend.yaml at main - kubernetes/ingress-nginx - GitHub
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errordeployment.yaml (J>7)L)

apiVersion: apps/vl
kind: Deployment

metadata:
name: nginx-errors
namespace: ingress-basic
labels:
app.kubernetes.io/name: nginx-errors
app.kubernetes.io/part-of: ingress-nginx

spec:
replicas: 2
selector:
matchLabels:
app.kubernetes.io/name: nginx-errors
app.kubernetes.io/part-of: ingress-nginx
template:
metadata:
labels:
app.kubernetes.io/name: nginx-errors
app.kubernetes.io/part-of: ingress-nginx
spec:
containers:
- hame: nginx-error-server
image: xxx.azurecr.io/nginx-error:v1.0
ports:
- containerPort: 8080

15B(CCERE UTZACRZIERE
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errorservice.yaml (5>7)L)
apiVersion: vl
kind: Service

metadata:
name: nginx-errors
namespace: ingress-basic
labels:
app.kubernetes.io/name: nginx-errors
app.kubernetes.io/part-of: ingress-nginx

spec:
selector:
app.kubernetes.io/name: nginx-errors
app.kubernetes.io/part-of: ingress-nginx
ports:
- port: 80
targetPort: 8080
name: http
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7Ot AEZFDEEFTE LS —N—2FRAHApod (CIRDBEIMNE S /28T, Ingress
Controllerd>Deployment YAML®MSpec-template-spec-containers-argstZ2o=>3 > (.
UFM1ITZENMT D

iIngress-nginx-controller_(Deployment.yaml)

kind: Deployment
apiVersion: apps/vl
metadata:

name: ingress-nginx-controller

namespace: ingress-basic
spec:

selector:

matchLabels:
app.kubernetes.io/component: controller

nJ

template:
Spec:
containers:
~ 1RCHET BHTTPU O IR MIZBR 3158,
args. TS5—R—FRRApodCBIESE D ICHDEETE

nJ

- '--default-backend-service=$(POD_NAMESPACE)/nginx-errors'
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ITS5—NR—2FxABpod 77 O ABEOHTTPL AN A D— RZEIBEIT DI,
Ingress ControllerdConfigMap YAML®MdatatZ U= 3 > (CLATFIRF21TZ1ENMN T B

iIngress-nginx-controller (ConfigMap.yaml)
kind: ConfigMap
apivVersion: vl
metadata:
name: ingress-nginx-controller
namespace: ingress-basic

v

data: 1R (CEFE I DHTTPU O IR M ZIBR DIHE
custom-http-errors: '502’ HTTPL A/R> X 1— R%ZIETE

limit-reqg-status-code: '502'
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ingress-rule_Ingress.yaml

kind: Ingress
apiVersion: networking.k8s.io/v1
metadata:

name: ingress-rule

nJ

annotations:

nJ

nginx.ingress.kubernetes.io/limit-rps: '1'
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LogMessage

» 202412707 07:38:36 serving custom error response for code 502 and format text/html
» 202412707 07:38:36 serving custom error response for code 502 and format text/html
» 202412707 07:38:36 serving custom error response for code 502 and format text/htm
» 202412707 07:38:36 serving custom error response for code 502 and format text/him
» 20241207 07:38:36 serving custom error response for code 502 and format text/him
» 202412707 07.38:36 serving custom error response for code 502 and format text/htm
202412707 07:38:36 serving custom error response for code 502 and format text/htm
» 20241 2/07 O07:38:36 serving custom error response for code 502 and format text/htm
» 202412707 07.38:36 serving custom error response for code 502 and format text/htm
» 202412707 07:38:36 serving custom error response for code 502 and format text/htm
» 202412707 07:38:36 serving custom error response for code 502 and format text/htm
» 20241 2/07 O07:38:36 serving custom error response for code 502 and format text/htm
» 202412707 073836 serving custom error response for code 502 and format text/htm
> 20241 2/07 O7:38:36 serving custom error response for code 502 and format text/htm

from file Swww'502.0tml

from file Swww/502.0tml

from file Swww/502.0tm
from file Swwew/502.htm

from file /wwwi/502.htm

from file Sfwww/502.htmi
from file fwwewr/502.hitmi

from file Sfwwew/502.htmi

.y

from file Sawes/502.htmd

from file fwww,502.htm
from file /www,/502.htm
from file Awwwi/502.htm
from file /www,/502.htm

from file Sawew/502.htm

TimeGenerated [O—77JL-E5%5)
2024/12/7 16:38:36.720
2024/12/7 16:38:36.718
2024127 16:38:36.717
2024127 16:38:36.715
2024127 16:38:36.713

2024/12/7 18:38:36.708

I

024/12/7 16:358:36,708

[

2024/

—
]

[T 16:38:36.707

(]

I] ;_Ii _|'I 1

[%d

ST 18:38:36, 706
2024/12/7 16:38:36.705
2024/12/7 1&:38:36.702
20241277 18:38:36.701
2024/12/7 16:38:36.696

2024/12/7 16:36:36.693

Computer

aks-agentpool-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpocl-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpool-32333237-vmss...
aks-agentpooi-32333237-vmss...
aks-agentpool-32333237-vmss..
aks-agentpool-32333237-vmss..
aks-agentpocl-32333237-vmss...
aks-agentpool-32333237-vmss.,

aks-agentpogl-32333237-vmss.

service custom error response for code 502,

185 L 72502.html(CRE 9 D [FEH N e ix
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S AT LAERDOT7 O AEZGHE UIEWEGE (T —3F Y DI L—H#EE). Global Rate
Limiting#geh mEBTH D, UM U. 2024/8/27 (CEBLEED LRI AT T M SIBESTNT,

® . kubernetes/ingress-nginx
| Annotations O‘ Search © controllerv.. Y17.1k % 8.2k

Welcome  Deployment UserGuide Examples Developer Guide FAQ

2024/8/27(HZE

User Guide Global Rate Limiting Table of contents

NGINX Configuration cnable CORS
napile
Introduction Note: Be careful when configuring both§(Local) Rate LimitingfandiGlobal Rate Limitingjat the

HTTP2 Push Preload.

Basic usage same time. They are two completely different rate limiting implementations. Whichever limit

Annotations exceeds first will reject the requests. It might be a good idea to configure both of them to ease server Alias

load on Global Rate Limiting backend in cases of spike in traffic. Server snippet

ConfigMa
gmiap Client Body Buffer Size
Custom NGINX template The stock NGINX rate limiting does not share its counters among different NGINX instances. =sternal Authentication
Log format Given that most ingress-nginx deployments are elastic and number of replicas can change any ST External Authentication

day it is impossible to configure a proper rate limit using stock NGINX functionalities. Global Rate

Command line arguments Rate Limiting

Limiting overcome this by using lua-resty-global-throttle. lua-resty-global-throttle shares its

Custom errors Global Rate Limiting

counters via a central store such as memcached . The obvious shortcoming of this is users have to

Default backend Permanent Redirect
. _ deploy and operate a memcached instance in order to benefit from this functionality. Configure the

Exposing TCP and UDP services Permanent Redirect Code
_ , memcached using these configmap settings.

Exposing FCGI services Temboral Redirect

© NTT Communications Corporation All Rights Reserved. Annotations - Ingress-Nginx Controller 32
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